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Introduction
This document will show the steps on how to configure the transactional replication
using MSSQL 2008 R2 for OTP database.

The following are the items needed to setup or configure.

Distributor (running on main server)

Publisher (running on DR site/backup server)

Subscription (push if running on main server, pull if running on backup/DR site server)

Requirements

- make sure that the 2 SQL servers can ping and telnet the 1433 port from both sides.
- the main site server with OTP db is already added or created.

- the current backup of main server database is already restored to DR/Backup Server
and initialized with the OTP Web Manager.

- SQL management studio is installed and ready to use.

Pre-requisites
A. Identify the SQL server name on both SQL DB server.
1. Login to SSMS and right click on the DB server name and select “New QUERY”
2. Execute the command below on the main site DB server
select @ @servername
3. Execute the command below on the backup or DR site server

B. Make sure to enable the SQL Server Agent
1. Login to SSMS and right click on the DB server name and select “New QUERY”
2. Execute the command below on the main site DB server

Exec sp_configure ‘show advanced options’, 1

Go

Reconfigure

Go

Exec sp_configure ‘show advanced options’

Result should show like this below.

SN i e LQuery
EXEC 3P CONFIGURE'show advanced options',1
GO
RECONF IGURE
GO

EXEC 3P CONFIGURE'show advanced options'

<

1 Results I 3 Messages |

Lr

harne | FRIRIFAT | TISHiTALIT | config._walue | Tur vl
1 | show advanced options | 0 1 1 1
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3. Now change the setting for ‘Agent XPs’.
Exec sp_configure ‘agent xps’, 1
Go
Reconfigure

4. Restart the SQL Server Agent service.

Connect = | @ m

= "=~ (S0L Server 9,0.5000 -
[ [ Databases

[ 4 Security

[+ [ Server Objects

[+ [ Replication

# [ Management

[ [ Motification Services

= [ S0L Server Agent

[ Jobs

€3] Job Activity Moritor

3 Alerts

4 Operators

3 Proxies

"4 Error Logs

i+

i+

HHEHEH

5. Do the same steps on the backup or DR site SQL server.

Configure Distribution Database

1. Connect to SSMS and login using the SERVERNAME of the main site server.
2. Right click on the REPLICATION node > CONFIGURE DISTRIBUTION.

Objeck Explorer

Connect~ | S &1 w T [F] G

E | SOLTEWS\INSTOL (SQL Server 10,0,1600 - sa)
[# [ Databases

[F [ Security

[+ [ Server Objects

IR R =plice—
# [ Manae

 Configure Distribution. .

F [ 50L 54

Launch Replication Maonitar
Generate Scripks...

IUpdate Replication Passwards. ..
ey

Reporks

Refresh




& Configure Distribution Wizard

Configure Distribution Wizard

Thiz wizard helps vou do one aof the following:
- Configure your server to be a Distributor which can be
uzed by ather Publishers.

! + Configure your server to be a Publizher that acts as ite own
Diistributar,

- Configure your server to be a Publisher that uzes another
zerver as itz Distributar,

[ Do not show this starting page again,

Einishis=] Cancel |

Help < Back |

Distributor
Use thiz zerver as itz own Digtributor or select another server az the Distributor,

Thie Distributor is the server rezponsible for storing replication infarmation used during
synchionizations.

& SOLTEWS NS TN will act a5 its own Distibutor; SOL Sarver will create a distribution
databasze and log

 Use the fallowing server a3 the Dishibutor [Mate: the server wou select must already be

configured &z a Distributar);
Aol |

Hee | <Back || Mews | Ewshosl | conce |

- On the image above, the Wizard is asking for the location of where the Distributor
server. Please select the first option and click next.

| seume |




£* Configure Distribution Wizard

SAL Server Agent Start
Select whether to autornatically start the SOL Server Agent zervice when the
computer iz started.

-

Because the replication agents that syrchronize subscriptions rin unattended, wo
should configure SGL Server &gent to start sutomatically.

Do pou want to configure the SAL Server Agent service on 'SOLTEWSAINSTOT to
start autarnatically when the computer is started?

i ives, configure the SOL Server Agent zervice to start automatically |

n Mo, | il gtart the SIjL Server Agent service manually

L\n For the wizard to configure the SAL Server Agent service, the SGL Server service
account muzst have administrator permissions on the server computer. |F the service does
not have these permissions, you must change the configuration manually,

Help | < Back | Mest = I Finizh > Cancel |

4

- Select “Start automatically”.

& Configure Distribution Wizard

Snapshot Folder
Specify the oot location where snapshots will be stored.

Tio allow Distribution and Menge Agents that un at Subsciibess bo access the snapshats of their
publications, you must use a network: path to refer to the snapshot folder.

Snapshot folder:

s SALT0INS TOAMESOL\R epiData)

» Thiz snapshat folder does not support pull subsciptions created at the Subscrber, It is not
a network path or it iz a dive letter mapped to a nebwork path. To support both push and
pull subscriptiong, use a network, path to refer bo this fiolder,

Help < Back ” Mext > I [inish))i[ Cancel |

4

| seume |
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%’ Configure Distribution Wizard

Distribution Database
Select the name and location of the distribution databaze and log files.

R

The distribution database stores changes to ransactional publications until Subscribers can be
updated. It also stores historical information for snapshot and merge publications.

Distribution database narne:

Folder fer the distribution database file:
[EAMSSOLIOINSTO1WMSSALAD ata
Folder far the distribution databasze log file:
[FAMSSQLIINGTOT\MESAL D ata

The paths must refer to disks that are local ta the Distributor and bagin with a lacal drive lstter
and colon {for example, C:). M apped drive letters and netwark. paths are invalid.

Hep | Back |[ nNewt> | Eiishool Cancel

- On the distribution name, set it to “otpdist”

§’* Configure Distribution Wizard

Publishers

Enable servers to uge this Distributar when they become Publizhers.

1
Publishers:
| Publisher < | Distribution: Database [
¥ SOLTEWSANSTO distribution J

Help | < Back Nest > Firish >3] Carcel |

(=)




% Configure Distribution Wizard
Wizard Actions
Choosze what happens when you click: Finish.
]
Ab the end of the wizard:
I L
[ Generate a script file with steps to configure distibution
_ s .~
Help | <Back 1@' Finishi 3| Caricel | _
: A

%’ Configure Distribution Wizard

Complete the Wizard
Werify the choices made in the wizard and chck Fnish.

IClick Finish to perform the following actions:

+  Configure distibution.

Distribution will be configured with the following options:

e Uze SOLTEWSANSTO a5 the Distobutor.

+  Configure the SOL Server Agent service on SOLTEWSMNSTOT to start automatically
when the computer iz started.

v Uze EAMSSOLIOINSTOTWMSSQLARepiData’ as the oot snapshot folder for Publizhers
uzing thiz Digtributor.

+  Store the distibution database "distibution” in EAMSSQLTI0INS T WMSSALAD ats'

+  Store the distibution database log fle in FAMSSQLI0INSTOTMAS5QL\D ata"

Allowy the: following servers running SOL Server to use SOLTBWSMMNSTON as their

Diztributor:
= SOLTBWSAMSTOT

Help <Back e WO Enisn  [Y concal |

4

TIT T ol

Create the Publisher
1. Right click on the Local Publications and select new Publications.

I SERE

(=)




Object Explarer
Connect~ | 32 20 m F [E] 55
= Lﬂ SOLTEWSIINATOL (3L Server 10,0.1600 - 5a)
[ 4 Databases
® 3 Security
# 3 Server Objects
[ 3 Replication

@ 3
[ 3 Local Sutse . Mew Publication. .. _ 3

i L:-i Management Mew Cracle Publication. .
|3 S6L Server 4

Launch Replication Monitar

Generake Scripts. ..

Publisher Properties. ..

Distribukor Properties. ..

Reports 13

Refresh

g2 New Publication Wizard

New Publication Wizard

% = - Thiz wizard helpz pou:
- Select the data and database objects pou want to
ﬁ replicate.
I : - Filter the publizhed data so that Subscribers receive only
the data they need.

After wou finish the wizard, vou can create subscriptions ta
the new publication at other servers,

[ Do not show this starting page again,

Einigh w2 Cancel |
A

Help | - Harck




METRIC

Publication Database
Chooze the database that contains the data or objects you wani to publish.

Databazes:

dventurswiorks2008
AdventureworksDW 2008
AuditDB

ConsolidationDB
RepartServerd NS TOT
ReportServer$ NS TO TempDB
S atnam_Example

Help < Back W] Firitska 3 Cancel |
A

- Select OTP database from the resulting list.

ew Publication Wizard

Publication Type
Chooze the publication type that best supports the requirements of pour
application.

Publication type:

@ Snapshot publication
S Tranzactional publication

W4 Tranzactional publication with updatable subscriptions
¥ Merge publication

Publization lype descriptions:

Tranzactional publication:
The Publisher streams transactions to the Subscribers after they receive an initial snapshat of
the published data.

The Publisher streams transactions to SGL Server Subscribers after they receive an initial
zhapzhot of the publizhed data. Tranzactions originating at the Subscriber are applied at the
Publizher.

Merge publication:
The Publisher and Subzcribers can update the publizhed data independently after the
Subszcribers receive an initial snapshot of the published data. Changes are merged

Tranzactional publication with updatable subscriptions: J

Help | < Back | Finish 53] Cancel |/
o
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Articles

Select tables and other objects to publish as aticles. Select columns ta fitker

tables.

Objects to publish:

5[0 Tables

-[# ftotp_admin_group (dbo)
-[¥] ftotp_admin_log {dbao) ' '
-[¥1 ftotp_admin_role {dbe)

- [¥1 ftotp_admin_user (dba)

-[F = #otp_agent_host (dbo) I~ Show only checked articles in the list
-[¥1] ftotp_agentinfo {dbo)

-[¥3 ftotp_corfiginfo (dbo)

-[¥ ftotp_domaininfo (dba)

- ftotp_group (dbo)

~[F3 fotp_|
-3 fotp_|
~[# fotp_|
-[¥ ftotp_tokenext {dbo)
-[¥13 ftotp_tokeninfo {dbo)
-[¥12] ftotp_tuser (dba)
~[F3 fotp_y
- [ fotp_s
- fotp_
~ [ fotp_

Article Properties v

hostinfo (dba)
licinfo (dbo)
loginfo (dba)

user_group (dba)
user_taken (dba)
usernfo (dba)
zoneinfo (dba)

_ Hep |

< Back Next > Firish >> Cancel |

- Select all tables for the OTP database.
- Click on “Set Properties of All tables Articles”




E Properties for All Table Articles =10l x|

Article name: I<Dﬁauﬂ is based on table name:
Properties:

E Copy Objects and Settings to Subscriber
Copy foreign key constraints False

| »

Copy check caonstraints False
indexes
fault value specificati
OpY LISEr INggers Halse
Copy extended properties False b
Copy collation True

Copy INSERT, UPDATE and DI True
Copy unique key constraints True
Copy file group associations False
Copy table partitioning schemes False
Copy index partitioning schemes False
Copy userdefined statistics False

Copy default bindings False
Copy rule bindings False
Copy full test indexes False
Copy XML X5D True -

Copy default value specifications
Detemines whether to copy default value specifications to the destination object.

ok | Cancel Hep |

On Copy Objects and Settings to Subscriber, "Copy nonclustered indexes" and "Copy
default value specifications" should be set to True.

This is to ensure that the default settings or values of the original database will
be transferred to the replicated database.




Froperties for All Table Articles = O] =
=

Article name: |<Default is based on table name:>

Copy sparse column attrbute  False -
E Destination Object

Destination object name <Default iz based on table name>

Destination object owner
Action f name is in use
Convert data types

Convert TIMESTAMP to EINAR False
Create schemas at Subscriber  True
Convert ¥MLto NTEXT False
Convert MAX data types to NTE False
Convert new datetime to NVARL False
Conver filestream to MAX datat True
Convert lange CLR to MAX data  False
Convert hierarchyld to MAX dat: False
Convert spatial to MAX data type False

B Identification —
Description
Source object name zsource table name>
Source object owner zsource table owner:> -

Action if name is in use
Detemines the action to perform if an object of the same name exdsts at the
Subscrber.

OK Cancel Help

4

On Destination Object > Action if name is in use > Select “Truncate all data in the existing
objects”




B Properties for All Table Articles

=10] x|

Atidagrame: [<Defaut is based on table name>
Properties:

Create schemas at Subscriber  True
Convert XMLto NTEXT False
Convert MAX data typesto NTE False
Convert new datetime to NVARL False
Conver filestream to MAX datat True
Convert large CLR to MAX data False
Convert hierarchyld to MAX dat: False
Convert spatial to MAX data type False
B Identification
Description
Source object name zsournce table name:
Source object owner : z z =
Statement Delivery
INSERT delivery format
INSERT stored procedure
UPDATE delivery format
UPDATE stored procedurd
DELETE delivery format
DELETE stored procedurd

INSERT delivery format
Determines how to replicate INSERT statements to the Subscriber.

0K Cancel

Y

Ea

On Statement Delivery, update the items [INSERT, UPDATE, DELETE] as shown as above.
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=
— Articles
Select tables and other objects to publish as articles. Select columns to fitter
tahles.
Aticle Fmpa'h&a v
dmin_group (dbao)

[¥12] ftotp_admin_log {dbo)
] ftotp_admin_rol= {dba)
[T ftotp_admin_user (dbo)
[T ftotp_agent_host {dbo)
[T ftotp_agentinfo (dba)
[ ftotp_configinfo (dba)
#-[#] ] ftotp_domaininfo (dbo)
Ej ftotp_group (dba)

- [#] ] ftotp_hostinfo (dba)
-] ftotp_licinfo (dbo)
&[] ftotp_loginfo {dbo)

- [ ftotp_tokenext (dbao)
- [ ftotp_tokeninfo (dba)
-] ftotp_tuser (dbo)
-] ftotp_user_group (dba)
&[] ] ftotp_user_token {dbo)
[ ftotp_userinfo (dbo)
Ej ftotp_zoneinfo (dba)

[T Show only checked articles in the list

Help | « Back

Mext =

Fimish ==

Click NEXT to continue.




g7 New Publication Wizard
Filter Table Rows
Add filkers to exclude urwanted rows from published tables.

Filtered T ables:

Click Mest if you do not need ta filker the data in your public ation. Add... |

Click &dd to beain filkering your publication. Edit, |
[Belete, |

Filter; |

Help | < Back 1@' Eirizhies] Cancel | .
4

- no Filter is needed.

g New Publication Wizard

Snapshot Agent
Specify when to run the Snapshot Agent.

Subscriptions are initialized with a snapshot of publication schema and data, The Snapshot
Agent creates the snapshot,

ely and keep the snapshot available to initislize subscriptions:

™ Schedule the Snapshot Agent to run at the following limes:

Change, |

[ pou plan to change the snapshot propetties, do not start the Snapshot Agent until after pou
change the properhiés in the publication property dialog box.

Help <Back JC New> Y oo Cancel |

= 4

(=)




Iﬁ New Publication Wizard

Agent Security
For each agent, specify the account under which it will run and itz connection
zettings.

Snapzhot Agent:
|| ‘ Security Settings... )

Log Reader &gent:
I Security Seftings... |

v Use the security settings from the Snapshat Agent

L\. 'ou must specify a login for each replication agent before continuing the wizard,

Help | < Back | Tewt > I Eintshie ] Cancel |

4

Snapshot Agent Security E

Specify the domain or maching account under which the Snapshot Agent process will run,

@ Bun under the following Windows account:
Process account: ||

Example: domaintaccount

Passward: |

LConfirm Password: |

' Run und]ar the SGL Server Agent service account (T hiz is not a recommended security best
practice.

Connect to the Publisher
% By impersonating the process account
€ Using the following SOL Server login:

Login |
Pazsword: I
Corfirm Password: |

- Select “Run under the SQL Server Agent service account”
- On connect to the Publisher, select “By impersonating the process account”

[——
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£ New Publication Wizard

Agent Security
For each agent. specify the account under which it will run and ite connection
zettings.

Sriapshot &gent:

ISQL Server fgent account

Log Reader Agent;

ISGL Server Agent account Secunty Sethings..

V' Use the security settings from the Snapshat Agent

Help | < Back ' Finishi 31 Cancel |
4
g New Publication Wizard Hi=l E3
Wizard Actions
Chooze what happens when you click Finigh,
At the end of the wizard:
[T Generate a script file with steps to create the publication
.
fep | cBack [ Hews> B Eiisho Cancel |/
— &

[. =l




g’ Mew Publication Wizard

Complete the Wizard

Wenfy the choices made in the wizard and chick Finish.

H=1 E3

Bublication name: I.ﬁ.dventureWurks_F‘ublicatiorJ

Click Finish to perfarm the following achions:

¢ Create the publication.

Server 2008 or later.

¢ ‘Address'

A publication will be created with the following options:
+  Create a transactional publication from database ‘Sdventureiy/orks'

¢ The Snapshot Agent process will run under the 'SOL Server Sgent service' acoount,
¢ The Log Reader Agent process will run under the 'SOL Server Saent service' account,
¢ The publication compatibility level will support Subseribers that are servers unning S0L

¢ Publish the following tables as articles:

¢ [Create a snapshot of this publication immediately after the publication is created,

Help | < Back

.
e [ _Erisn Y Concel

- Use otppub on the publication name.
- Click Finish.

Create the SUBSCRIBER

1. Right click on the publisher create and select New Subscription.

# [ Databases
| Security
[ Server Objects
[= [ Replication
[= |4 Local Publications

[# [ 3§ Local Subscriptions
[ Management
l_% 0L Server Agent

=l | (b SQLTBWSLINSTOL (SQL Server 10,0,

T [ Adventureiiorks): Adyenipestis.

1600 - sa)

Mew Subscriptions. ..

Mews Publicakion. ..

Launch Replication Monitor
Generate Scripks...
Walidate Subscripkions. ..

Reinitialize All Subscriptions

- here the otppub should be listed.

oM




E Mew Subscription Wizard M =]

Publication
Chooze the publication for which pou want ta create one or more subscriptions.

Publisher:
|SOLTBWSANSTOT =

Databagzes and publications:
= |_'j Adventureiorks

Adventu

Help | < Back | LB | Cancel |
o

- here the otppub is listed.

%= New Subscription Wizard M=l

Distribution Agent Location
Choosze where to run the Distribution Agent{z].

For the subzcriptions | create in this wizard:

% iBun all agents at te Dishibutor, SOLTEWSNNSTOT [push subscrptions]

Thiz option makes it easier to adminizter the synchronization of subscriptions centrally.

£ Run each agent at itz Subscriber [pull subscriptions)

Thiz option reduces the processing overhead at the Distributor and lets each
Subszcrber adminizter the spnchronization of its subscription.

Fiuin the wizard mare than once if yau want some agents ba rn at the Distributor and zome to
run &t Subscribers.

Help £ Back Eirsh s | Canicel |
| & 4

e

- If PUSH subscription, select the first option otherwise, select the second option for
setting up PULL subscription.




E Mew Subscription Wizard Hi=l E3

Subscribers
Chooge one or more Subscribers and zpecify each subscription databaze.

Subzenberz and subscription databases:

_I Subscriber o | Subscription D atabase I
v SOLTEWSAMSTON | :]
sMew databaze...

¢Refresh databaze list:

ABC

Adventurg'Works

Adwventuretwork 2008
Adventurework 0w 2008

AuditDB

ConzolidationDB x

Add Subzeriber -

L\. “'ou muzt enter a subgcription databaze name for Subscriber "SOLTEWSAMNSTON,

Help | ¢ Back | Mieur I Firizh 2z Cancel |

A

- Click on ADD SUBSCRIBER and login to the backup or DR site server.

Microsoft®
% SQL Serverzooa

SErErl pe! | [atabaze Engine j

SErver name: ISE!LT BWwWSAMNSTO j

Authentication: | SOL Server Authentication ;I
Login: Isa j
Bazsward: I’”1

[ Remember paszword

Connect I Cancel | Help Ciptionz >
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E New Subscription Wizard H=l B3
Subscribers |
Choose one or more Subscribers and specify each subzcrption databaze.
Subscnbers and subscription databases:
_I Subzcriber = I Subszcription Database
¥  SOLTEWSAMSTO E.-'-‘-.ddventurewarks_Heplicatinn
& Subsciiber |
Help | ¢ Back | Eiriizhize] Cancel |
= i 2
- select the OTP database which is located in the backup or DR site server.
E Mew Subscription Wizard [ [ O]

Distribution Agent Security
Specify the process account and connection options for each Distibution
Agent.

Subscription properties:

Agent For Subscriber < I Connection ko Distribubor | Connection ko Subscriber
SOLTEMSIMNSTO Click f...) ko set securit.., | Click {1..) to set securit. ..

Click here.

L\'\ You muzt specify the securnity information for all subscriptions before continuing the wizard.
Click [...] to et the securnty options.

Help | < Back | Tt I Eirirzhrss] Cancel |

4
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Distribution Agent Security

Specify the domain ar machine account under which the Distribution Agent process will run when
gynchronizing this subscription.

& {Bun under the Tollowing Windows account: |

Frocess account: I

Example; domainhaccount

Pazzword: I

Lonfirrn Paszward; I

' Run under the SQL Server &gent service account [This is not.a recommended security best
practice.]

Connect to the Digtribubar
¢ Byimperzonating the process account
7 Using & 5L Semer |ogin

The connection to the server on which the agent runs must impersonate the process account.
The proces: account riugt be a member of the Publication dccess List.

Connect to the Subscnber

{*' Byimpersonating the process account

£ Using the following SEL Server lagin:

Logir: l

Fazsword: l

Confirm pazzwond: l

The login uged to connect to the Subscriber must be a database owner of the subscription
database.

- Select “Run under SQL SERVER AGENT service account”

- On Connect to the Distributor - select “By impersonating the process account”

- On Connect to the Subscriber - select “Using the following SQL Server login”. You may
use Sa and the password.




| semE

E Mew Subscription Wizard A=l
Distribution Agent Security
Specify the process account and connection options for each Distribution
Agent,
Subscription properties:
Agent for Subscriber =« | Connection to Distribukor Conneckion to Subscriber
SOLTEWS\INSTOL Irpersonate process ac...  Impersonakte process ac... T
Help | < Back | Meut » I Eiriish »3| Cancel |
A
E Mew Subscription Wizard [ =]

Synchronization Schedule
Specify the synchronization schedule for each agent.

Agent schedule:

Subscriber s IAgEnthcation
SOLTEWSHMNSTOT  Distributor

| Agent Scheduls

Helo | cBack |[ Mew> | Ewishool

Cancel |

4




%= New Subscription Wizard _[O]

Wizard Actions
Chooze what happens when wou click Finish.

At the end of the wizard:

Iv ‘Lieate the subsciphonisl

[ Generate a script file with steps to create the subscriptionfz]

Help | < Back | Heut > l Finizh >3] Cancel |

4

- use otpsub as the name of the subscription.

%= New Subscription Wizard o ]

Complete the Wizard il
Werify the choices made in the wizard and click Finish.

[Click Finish to perform the following actions:

*  LCreate subscnption[z).

Create a subszcription to publication "Adventureworks Publication’ from
Publisher 'SALTBWSANSTOT".

Create subzcriptions at the following Subscrber(s):

SOLTBWSANSTON
¢ Subzcription databaze: Addventureworks Feplication
s Agent location: Distributor
¢ Agent schedule: Bun continuotishy
¢ Agent process account SELServerdgent zervice account
+  Connection to Distributor: Imperzonate process account
*  Connection to Subgzenber: Imperzonate process account
s |nitiahze: Immediately

Help | <Back HHert > l Finizh I Cancel |

A

You have successfully set the Transactional Replication in SQL Server 2008 R2




Check Synchronization Status
1. Search for the subscription> right click and select > View synchronization status.

View Synchronization Status - OTP2:0TP =10 x|
Subscription: [OTP2LIOTP]
Publication: otppub
Publication Database: [host01] [otp]
Start Time: 12710/2014 5:12:34 PM
Status:
"‘. Mo replicated transactions are available. ;l

I Synchronization in progress...

Start | Stop | Monitor | Cloze

Ensure the correct Stored Procedures are created on the
Subscriber

1. Run the "Update_script.sgl" on the DR/Backup Server OTP Database. (Note: Please
refer on the attachment " Update_script.sql”, if no attachment is found, just simply

create a new query on the OTP Database and type the script below:

---ON Subcriber do:

--Using SQL Enterprise Manager update the following field:
--[dbo].[ftotp_admin_group] ==>[groupid] [int] IDENTITY(1, 1) NOT NULL,
--[dbo].[ftotp_admin_log] ==>[logid] [int] IDENTITY(1, 1) NOT NULL,
--[dbo].[ftotp_admin_role] ==>[groupid] [int] IDENTITY(1, 1) NOT NULL,
--[dbo].[ftotp_admin_user] ==>[userid] [int] IDENTITY(1, 1) NOT NULL,
--[dbo].[ftotp_domaininfo] ==>[domainid] [int] IDENTITY(1, 1) NOT NULL,

--[dbo].[ftotp_group] ==> [groupid] [int] IDENTITY(1, 1) NOT NULL,
--[dbo].[ftotp_loginfo]  ==>[idnum] [int] IDENTITY(1, 1) NOT NULL,
--[dbo].[ftotp_tuser] ==> [tid] [int] IDENTITY(1, 1) NOT NULL,

--[dbo].[ftotp_zoneinfo] ==>[zoneid] [int] IDENTITY(1, 1) NOT NULL,

-- OPen SQL Analyse and run this script:
--sp_MSins_ftotp_admin_group

Alter procedure "sp_MSins_dboftotp_admin_group" @c1l int,@c2
varchar(64),@c3 varchar(255),@c4 varchar(32)

AS

BEGIN

set identity_insert ftotp_admin_group on

| seume |
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insert into "ftotp_admin_group"("groupid"”, "groupname", "groupdesc",
"membership")

values (@cl1, @c2, @c3, @c4)

set identity_insert ftotp_admin_group off

END

GO

--sp_MSins_ftotp_admin_log

alter procedure "sp_MSins_dboftotp_admin_log" @c1 int,@c2 varchar(64),@c3
int,@c4 datetime,@c5 varchar(64),@c6 int,@c7 varchar(64),@c8
varchar(64),@c9 varchar(64),@c10 varchar(64),@c11 varchar(64),@c12
varchar(64),@c13 varchar(64),@c14 varchar(255),@c15 varchar(255)

AS

BEGIN

set identity_insert ftotp_admin_log on

insert into "ftotp_admin_log"("logid", "operator", "domainid", "logtime",

"actionid", "actionresult", "actiondomain", "actionadmingroup",
"actionadminuser", "actionuser", "actiontoken", "actionhost", "actionagent",
"actiondesc", "hashcode")

values (@c1, @c2, @c3, @c4, @c5, @c6, @c7, @c8, @c9, @c10, @cll, @cl2,
@cl13, @cl4, @c15)

set identity_insert ftotp_admin_log off

END

GO

--sp_MSins_ftotp_admin_role

Alter procedure "sp_MSins_dboftotp_admin_role" @c1 int,@c2
varchar(64),@c3 int,@c4 int,@c5 int,@c6 int,@c7 int,@c8 int,@c9 int,@c10
int,@c11 int,@c12 int,@c13 int,@c14 int,@c15 int,@c16 varchar(255)

AS

BEGIN

set identity_insert ftotp_admin_role on

insert into "ftotp_admin_role"("groupid", "groupname", "userprivs",

"tokenprivs", "hostprivs", "agentprivs", "userlogprivs", "domainprivs",

"admingroupprivs", "adminuserprivs", "adminlogprivs", "admingroup",
"usergroup", "distprivs", "otherprivs", "groupdesc")

values (@c1, @c2, @c3, @c4, @c5, @c6, @c7, @c8, @c9, @c10, @cll, @cl2,
@cl13, @cl14, @cl15, @cl16)

set identity_insert ftotp_admin_role off

END

GO

--sp_MSins_ftotp_admin_user
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Alter procedure "sp_MSins_dboftotp_admin_user" @cl int,@c2
varchar(64),@c3 int,@c4 int,@c5 int,@c6 varchar(64),@c7 int,@c8 int,@c9
int,@c10 varchar(64),@c11 varchar(255)

AS

BEGIN

set identity_insert ftotp_admin_user on

insert into "ftotp_admin_user"("userid", "username", "domainid", "roleid",
"admgroupid", "password", "errorcnt", "locktimeout", "loginlock", "watermark",
"userdesc")

values (@c1, @c2, @c3, @c4, @c5, @c6, @c7, @c8, @c9, @c10, @c11)
set identity_insert ftotp_admin_user off

END

GO

--sp_MSins_ftotp_domaininfo

Alter procedure "sp_MSins_dboftotp_domaininfo" @c1 int,@c2
varchar(64),@c3 int,@c4 int,@c5 varchar(255)

AS

BEGIN

set identity_insert ftotp_domaininfo on

insert into "ftotp_domaininfo"("domainid", "domainname", "parentid",
"domainlevel", "domaindesc")

values(@cl, @c2, @c3, @c4, @c5)

set identity_insert ftotp_domaininfo off

END

GO

--sp_MSins_ftotp_group

Alter procedure "sp_MSins_dboftotp_group" @cl int,@c2 varchar(32),@c3
varchar(128)

AS

BEGIN

set identity_insert ftotp_group on

insert into "ftotp_group"("groupid", "groupname", "groupdesc")
values(@cl, @c2, @c3)

set identity_insert ftotp_group off

END

GO

--sp_MSins_ftotp_loginfo

Alter procedure "sp_MSins_dboftotp loginfo" @c1 int,@c2 varchar(64),@c3
varchar(32),@c4 datetime,@c5 varchar(255),@c6 int,@c7 varchar(255)

AS

BEGIN

set identity_insert ftotp_loginfo on
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insert into "ftotp_loginfo"("idnum", "userid", "token", "otptime", "logcontent",
"loglevel", "hashcode")

values (@cl1, @c2, @c3, @c4, @c5, @c6, @c7)

set identity_insert ftotp_loginfo off

END

GO

--sp_MSins_ftotp_tuser

Alter procedure "sp_MSins_dboftotp_tuser" @c1 int,@c2 varchar(64),@c3
varchar(50),@c4 varchar(50),@c5 int,@c6 varchar(50)

AS

BEGIN

set identity_insert ftotp_tuser on

insert into "ftotp_tuser"("tid", "tusername", "taddtime", "tupdatetime", "tisdel",
"tdeltime")

values(@cl, @c2, @c3, @c4, @c5, @c6)

set identity_insert ftotp_tuser off

END

GO

--sp_MSins_ftotp_zoneinfo

Alter procedure "sp_MSins_dboftotp zoneinfo" @c1 int,@c2 varchar(64),@c3
int,@c4 varchar(255)

AS

BEGIN

set identity_insert ftotp_zoneinfo on

insert into "ftotp_zoneinfo"("zoneid", "zonename", "zonenumber", "zonedesc")
values(@cl, @c2, @c3, @c4)

set identity_insert ftotp_zoneinfo off

END

GO

--sp_MSupd_ftotp_admin_group

Alter procedure "sp_MSupd_dboftotp_admin_group"

@cl int,@c2 varchar(64),@c3 varchar(255),@c4 varchar(32),@pkcl int
,@bitmap binary(1)

as

begin

update "ftotp_admin_group" set

"groupname" = case substring(@bitmap,1,1) & 2 when 2 then @c2 else
"groupname" end

,"groupdesc" = case substring(@bitmap,1,1) & 4 when 4 then @c3 else

"groupdesc" end
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,"membership" = case substring(@bitmap,1,1) & 8 when 8 then @c4 else
"membership" end
where "groupid" = @pkcl
if @@rowcount =0

if @@microsoftversion>0x07320000

exec sp_MSreplraiserror 20598

end
GO

--sp_MSupd_ftotp_admin_log
Alter procedure "sp_MSupd_dboftotp_admin_log"

@cl int,@c2 varchar(64),@c3 int,@c4 datetime,@c5 varchar(64),@c6 int,@c7
varchar(64),@c8 varchar(64),@c9 varchar(64),@c10 varchar(64),@c11
varchar(64),@c12 varchar(64),@c13 varchar(64),@c14 varchar(255),@c15
varchar(255),@pkcl int
,@bitmap binary(2)
as
begin
update "ftotp_admin_log" set
"operator" = case substring(@bitmap,1,1) & 2 when 2 then @c2 else "operator"
end
,"domainid" = case substring(@bitmap,1,1) & 4 when 4 then @c3 else
"domainid" end
,"logtime" = case substring(@bitmap,1,1) & 8 when 8 then @c4 else "logtime"
end
,"actionid" = case substring(@bitmap,1,1) & 16 when 16 then @c5 else
"actionid" end
,"actionresult" = case substring(@bitmap,1,1) & 32 when 32 then @c6 else
"actionresult" end
,"actiondomain" = case substring(@bitmap,1,1) & 64 when 64 then @c7 else
"actiondomain" end
,"actionadmingroup" = case substring(@bitmap,1,1) & 128 when 128 then @c8
else "actionadmingroup" end
,"actionadminuser" = case substring(@bitmap,2,1) & 1 when 1 then @c9 else
"actionadminuser" end
,"actionuser" = case substring(@bitmap,2,1) & 2 when 2 then @c10 else
"actionuser" end
,"actiontoken" = case substring(@bitmap,2,1) & 4 when 4 then @c11 else
"actiontoken" end
,"actionhost" = case substring(@bitmap,2,1) & 8 when 8 then @c12 else
"actionhost" end
,"actionagent" = case substring(@bitmap,2,1) & 16 when 16 then @c13 else
"actionagent" end
,"actiondesc" = case substring(@bitmap,2,1) & 32 when 32 then @c14 else
"actiondesc" end
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,"hashcode" = case substring(@bitmap,2,1) & 64 when 64 then @c15 else
"hashcode" end
where "logid" = @pkcl
if @@rowcount =0

if @ @microsoftversion>0x07320000

exec sp_MSreplraiserror 20598

end
GO

--sp_MSupd_ftotp_admin_role

Alter procedure "sp_MSupd_dboftotp_admin_role"

@cl int,@c2 varchar(64),@c3 int,@c4 int,@c5 int,@c6 int,@c7 int,@c8 int,@c9
int, @c10 int,@cl1l int,@cl2 int,@c13 int,@cl14 int,@c15 int,@cl6
varchar(255),@pkcl varchar(64), @bitmap binary(3)

as

begin

update "ftotp_admin_role" set

"groupname" = case substring(@bitmap,1,1) & 1 when 1 then @c2 else
"groupname" end

,"userprivs" = case substring(@bitmap,1,1) & 4 when 4 then @c3 else
"userprivs" end

,"tokenprivs" = case substring(@bitmap,1,1) & 8 when 8 then @c4 else
"tokenprivs" end

,"hostprivs" = case substring(@bitmap,1,1) & 16 when 16 then @c5 else
"hostprivs" end

,"agentprivs" = case substring(@bitmap,1,1) & 32 when 32 then @c6 else
"agentprivs" end

,"'userlogprivs" = case substring(@bitmap,1,1) & 64 when 64 then @c7 else
"userlogprivs" end

,"domainprivs" = case substring(@bitmap,1,1) & 128 when 128 then @c8 else
"domainprivs" end

,"admingroupprivs" = case substring(@bitmap,2,1) & 1 when 1 then @c9 else
"admingroupprivs" end

,"adminuserprivs" = case substring(@bitmap,2,1) & 2 when 2 then @c10 else
"adminuserprivs" end

,"adminlogprivs" = case substring(@bitmap,2,1) & 4 when 4 then @c11 else
"adminlogprivs" end

,"admingroup" = case substring(@bitmap,2,1) & 8 when 8 then @c12 else
"admingroup" end

,"usergroup" = case substring(@bitmap,2,1) & 16 when 16 then @c13 else
"usergroup" end

,"distprivs" = case substring(@bitmap,2,1) & 32 when 32 then @c14 else
"distprivs" end

,"otherprivs" = case substring(@bitmap,2,1) & 64 when 64 then @c15 else
"otherprivs" end
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,"groupdesc" = case substring(@bitmap,2,1) & 128 when 128 then @c16 else
"groupdesc" end
where "groupid" = @pkcl
if @@rowcount =0

if @@microsoftversion>0x07320000

exec sp_MSreplraiserror 20598

end
GO

--sp_MSupd_ftotp_admin_user
Alter procedure "sp_MSupd_dboftotp_admin_user"
@cl int,@c2 varchar(64),@c3 int,@c4 int,@c5 int,@c6 varchar(64),@c7
int,@c8 int,@c9 int,@c10 varchar(64),@c11 varchar(255),@pkc1 varchar(64)
,@bitmap binary(2)
as
begin
update "ftotp_admin_user" set
"username" = case substring(@bitmap,1,1) & 1 when 1 then @c2 else
"username" end
,"domainid" = case substring(@bitmap,1,1) & 4 when 4 then @c3 else
"domainid" end
,"roleid" = case substring(@bitmap,1,1) & 8 when 8 then @c4 else "roleid" end
,"admgroupid" = case substring(@bitmap,1,1) & 16 when 16 then @c5 else
"admgroupid" end
,"'password" = case substring(@bitmap,1,1) & 32 when 32 then @c6 else
"password" end
,"errorcnt" = case substring(@bitmap,1,1) & 64 when 64 then @c7 else
"errorcnt" end
,"locktimeout" = case substring(@bitmap,1,1) & 128 when 128 then @c8 else
"locktimeout" end
,"loginlock" = case substring(@bitmap,2,1) & 1 when 1 then @c9 else "loginlock"
end
,"watermark" = case substring(@bitmap,2,1) & 2 when 2 then @c10 else
"watermark" end
,"userdesc" = case substring(@bitmap,2,1) & 4 when 4 then @c11 else
"userdesc" end
where "userid" = @pkcl
if @@rowcount =0

if @ @microsoftversion>0x07320000

exec sp_MSreplraiserror 20598

end
GO

--sp_MSupd_ftotp_domaininfo

Alter procedure "sp_MSupd_dboftotp_domaininfo




METRIC

@cl int,@c2 varchar(64),@c3 int,@c4 int,@c5 varchar(255),@pkcl int
,@bitmap binary(1)
as
begin
update "ftotp_domaininfo" set
"domainname" = case substring(@bitmap,1,1) & 2 when 2 then @c2 else
"domainname" end
,"parentid" = case substring(@bitmap,1,1) & 4 when 4 then @c3 else "parentid"
end
,"domainlevel" = case substring(@bitmap,1,1) & 8 when 8 then @c4 else
"domainlevel" end
,"domaindesc" = case substring(@bitmap,1,1) & 16 when 16 then @c5 else
"domaindesc" end
where "domainid" = @pkcl
if @@rowcount =0

if @@microsoftversion>0x07320000

exec sp_MSreplraiserror 20598

end
GO

--sp_MSupd_ftotp_group
Alter procedure "sp_MSupd_dboftotp_group"
@cl int,@c2 varchar(32),@c3 varchar(128),@pkcl int
,@bitmap binary(1)
as
begin
update "ftotp_group" set
"groupname" = case substring(@bitmap,1,1) & 2 when 2 then @c2 else
"groupname" end
,"'groupdesc” = case substring(@bitmap,1,1) & 4 when 4 then @c3 else
"groupdesc" end
where "groupid" = @pkcl
if @@rowcount =0

if @ @microsoftversion>0x07320000

exec sp_MSreplraiserror 20598

end
GO

--sp_MSupd_ftotp_loginfo

Alter procedure "sp_MSupd_dboftotp_loginfo"

@cl int,@c2 varchar(64),@c3 varchar(32),@c4 datetime,@c5
varchar(255),@c6 int,@c7 varchar(255), @pkcl int

,@bitmap binary(1)

as

begin
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update "ftotp_loginfo" set
"userid" = case substring(@bitmap,1,1) & 2 when 2 then @c2 else "userid" end
,"token" = case substring(@bitmap,1,1) & 4 when 4 then @c3 else "token" end
,"otptime" = case substring(@bitmap,1,1) & 8 when 8 then @c4 else "otptime"
end
,"logcontent" = case substring(@bitmap,1,1) & 16 when 16 then @c5 else
"logcontent” end
,"loglevel" = case substring(@bitmap,1,1) & 32 when 32 then @c6 else "loglevel"
end
,"hashcode" = case substring(@bitmap,1,1) & 64 when 64 then @c7 else
"hashcode" end
where "idnum" = @pkcl
if @@rowcount =0

if @ @microsoftversion>0x07320000

exec sp_MSreplraiserror 20598

end
GO

--sp_MSupd_ftotp_tuser
Alter procedure "sp_MSupd_dboftotp_tuser"
@cl int,@c2 varchar(64),@c3 varchar(50),@c4 varchar(50),@c5 int,@c6
varchar(50), @pkc1 int
,@bitmap binary(1)
as
begin
update "ftotp_tuser" set
"tusername" = case substring(@bitmap,1,1) & 2 when 2 then @c2 else
"tusername" end
,"taddtime" = case substring(@bitmap,1,1) & 4 when 4 then @c3 else
"taddtime" end
,"tupdatetime" = case substring(@bitmap,1,1) & 8 when 8 then @c4 else
"tupdatetime" end
,"tisdel" = case substring(@bitmap,1,1) & 16 when 16 then @c5 else "tisdel" end
,"tdeltime" = case substring(@bitmap,1,1) & 32 when 32 then @c6 else
"tdeltime" end
where "tid" = @pkcl
if @@rowcount =0

if @ @microsoftversion>0x07320000

exec sp_MSreplraiserror 20598

end
GO

--sp_MSupd_ftotp_zoneinfo
Alter procedure "sp_MSupd_dboftotp_zoneinfo"
@cl int,@c2 varchar(64),@c3 int,@c4 varchar(255),@pkcl int




,@bitmap binary(1)
as
begin
update "ftotp_zoneinfo" set
"zonename" = case substring(@bitmap,1,1) & 2 when 2 then @c2 else
"zonename" end
,'zonenumber" = case substring(@bitmap,1,1) & 4 when 4 then @c3 else
"zonenumber" end
,"zonedesc" = case substring(@bitmap,1,1) & 8 when 8 then @c4 else
"zonedesc" end
where "zoneid" = @pkcl
if @@rowcount =0
if @ @microsoftversion>0x07320000
exec sp_MSreplraiserror 20598
end
GO

Notes:
1. Transactional Replication is only a one way replication, all the updates from the Main
Server database are replicated on the OTP Database on the DR/Backup Server.

2. The updates or changes that is made on the OTP Database in the DR/Backup Server is
not replicated to OTP Database in Main Server. A manual restore of the OTP Database
from DR/Backup Server to the Main Server should be performed.

3. If the OTP Database in Main Server and DR/Backup Server data is not synchronized
with each other (eg. Admin Log table in Main Server have already 100 records and the
Admin Log Table in DR/Backup Server have 101 or more records, or vice versa), this will
result to an error, " violation of primary key constraint cannot insert duplicate key".

This error can be resolved depending on which server has the updated database
or records.

a) If the Main Server have the updated database or record, you need to
reinitialize the replication using a new snapshot, so that the DR/Backup Server
will be forced to have the updated database or record from the Main Server.

b) If the DR/Backup Server have the updated database or record, you need to
restore the updated database of DR/Backup Server to Main Server and
reconfigure the replication. (Please see Restoring the updated database from
DR/Backup server to Main Server for more information.)

4. To check if the data from Main Server is replicated on the DR/Backup Server, you may
just simply do a query on both database. (Never check the replication using the OTP
Web Manager, this will yield the error mentioned above.)
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Restoring the updated database from DR/Backup server to Main

Server

1. Backup the most recent OTP Database from the DR/Backup Server.

2. Copy the backup of the database to the Main Server.

3. Restore the OTP Database of Main Server using the backup database from DR/Backup
Server.

4. Restoring the database will also delete the current replication configuration. You need
to manually start the replication configuration. Just simply follow the steps above to

have the replication reconfigured.
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