Securemetric Technology

SMobileSHIELDX

What is
SMobileSHIELDX

Secure Mobile Shield Extreme (SMobileSHIELDX) is a mobile
application security that provides self-defending capabilities to
the mobile application to protect against a wide range of attack
vector such as Debugger, Code Injection, Reverse Engineering,
Code Analysis and many others. Our technology support cross
platform for both iOS and Android mobile application.

:‘: Common Threats of Mobile Apps

Consequences

the source code

repackaged

Reverse Engineering & Code Analysis

> Private and sensitive data can be exposed
> Apps can be reverse-engineered back to

> Code and IP can be stolen, reused or

Code Modification & Code Injection

Consequences

> Run-time behaviour of app can be altered,
causing unsafe or improper operation

> Malicious code can be injected or hooked
into apps

> Apps can be modified and tampered

Q Solution for Mobile Apps Threats

Additional Multi-layered Security

SMobileSHIELDX  protects apps from Static Analysis
(encryption and obfuscation). Our technology ensure that the
source code is unreadable to attackers that manage to
decompile or disassemble them. This prevent the attacker from
gaining insight into the structure of apps, extracting or altering
the code and exploiting vulnerabilities.

SMobileSHIELDX also detects and prevents Dynamic Analysis
and real-time attacks. Our technology allows to safeguard
mobile apps against:

Reverse Engineering/ Decompilation
Malware Insertion
+ Spoofing of Apps to Access Sensitive Data
Intellectual Property Theft and Piracy
- Tampering with Security Controls or Sensitive Functions
Unauthorized Access and Fraud
Keylongger
Framework Hooking
Code Injection

Fast And Easy Integration

SMobileSHIELDX can easily turn apps into a self-protecting
mode by using our integration tool, or an SDK. Once secured,
the app is immediately ready for distribution via public or
enterprise app stores.

Technology Concept

Infected System/ OS,

Protecting the apps even when the device is infected
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SMOBILESHIELDX

Product Features

PROTECT

Protect Against Compromise

v Code obfuscation
v App binding
v Repackaging detection
v App communication
>TLS certificate pinning
> Client authentication using a
client-certificate
> |dentifying the app/ device as
an authentication factor
v Store data encrypted inside the

app

v Binding the data to be encrypted to

the device
v Whitebox cryptography
v App Management Solution
> Trusted binding between a
user, an app and the device
> Making the app trusted
without external security
tokens
> Registration/ activation -
securely pair the app/ device
with the user
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Status Company
KUALA LUMPUR (HQ)

Securemetric Technology Sdn. Bhd. (759614-v)
L5-E-6, Level 5, Enterprise 4, Technology Park
Malaysia, Lebuhraya Puchong - Sg. Besi, 57000
Bukit Jalil, Kuala Lumpur, Malaysia.

T+603 8996 8225 F +603 8996 7225

SINGAPORE

Securemetric Technology Pte. Ltd.

105, Ceclil Street, #06-01, The Octagon,
Singapore 069534

T+656827 4451 F+65 6827 9601
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DETECT

Detect Attacks at Runtime

v Ensure app is running in safe
environment
> Debugger detection
> Jailbreak / Root detection
> Emulator detection
v Ensure app is not altered or

tampered with (e.g. by malware)

at runtime
> Checksum
> Resource verification
> Hook detection

JAKARTA

PT Securemetric Technology
Ketapang Business Centre

Blok C No. 11, JL. K.H. Zainul Arifin
No. 20 Krukut-Taman Sari

Jakarta 11140 Indonesia

T+62 2122634496 F+62 212957 9583
MANILA

Securemetric Technology, Inc.

Unit 7D, Athenaeum Building,

160 L.P Leviste St. Salcedo Village,

Makati City 1227,

Philippines.

T +63 2776 6003 +63 2 267 6797

M +63 923 873 9046

REACT

React to Ward Off Attacks

v Shutdown (Exit/ Fail)
v Integrity checking
v Custom reactions
v Screenshot detection/ blocking
v Anti keylogging
> Anti screenreading
v Alert/ reporting
v Blocking external screens

v Prevent brute force decryption of

sensitive information

HO CHI MINH CITY

Securemetric Technology Co., Ltd

14-08B, 14th floor, Vincom Tower, 72 Le Thanh Ton,
Ben Thanh Ward, District 1, Ho Chi Minh City, Vietnam
T+84 86287 8544 F+848 6268 8188

HANOI

Securemetric Technology Co., Ltd

203B, TDL Office Building, No. 22, Lang Ha Street,
Dong Da District, Hanoi, Vietnam

T+84 437765410 F+84437765416
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