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Disclaimer

The information contained in this Software Development Kit is for general guidance
on using SecureMetric products. While SecureMetric have made every attempt to
ensure the information contained in this Software Development Kit is believed to be
accurate and reliable, however SecureMetric is not responsible for any errors or
omissions, or for any infringement of patents or other rights of third parties resulting
from its use. Any third party trademarks or trade names are the property of their
respective owners.

All the Products, Software Samples, Tools, Utilities and Documents contained in this
Software Development Kit are the Intellectual Property of SecureMetric.
SecureMetric reserves the right to make changes, updates, amendment, at anytime
and without notice.

Copyright © 2008 SecureMetric Technology Sdn Bhd. All rights reserved.

Revision History:

Date Version Description
January 2008 1.0 1st Edition
July 2008 1.1 1st Revision
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Software Developer's Agreement

All Products of SecureMetric Technology Sdn. Bhd. (SecureMetric) including, but not
limited to, evaluation copies, diskettes, CD-ROMSs, hardware and documentation, and all
future orders, are subject to the terms of this Agreement. If developers do not agree with
the terms herein, please return the evaluation package to us, postage and insurance
prepaid, within seven days of their receipt, and we will reimburse developers the cost of
the Product, less freight and reasonable handling charges.

1. Allowable Use - Developers may merge and link the Software with other programs
for the sole purpose of protecting those programs in accordance with the usage
described in the Developer's Guide. Developers may make archival copies of the
Software.

2. Prohibited Use - The Software or hardware or any other part of the Product may not
be copied, reengineered, disassembled, decompiled, revised, enhanced or otherwise
modified, except as specifically allowed in item 1. Developers may not reverse engineer
the Software or any part of the product or attempt to discover the Software’s source
code. Developers may not use the magnetic or optical media included with the Product
for the purposes of transferring or storing data that was not either an original part of the
Product, or a SecureMetric provided enhancement or upgrade to the Product.

3. Warranty - SecureMetric warrants that the hardware and Software storage media are
substantially free from significant defects of workmanship or materials for a time period
of twelve (12) months from the date of delivery of the Product to developers.

4. Breach of Warranty - In the event of breach of this warranty, SecureMetric’s sole
obligation is to replace or repair, at the discretion of SecureMetric, any Product free of
charge. Any replaced Product becomes the property of SecureMetric.

Warranty claims must be made in writing to SecureMetric during the warranty period and
within fourteen (14) days after the observation of the defect. All warranty claims must be
accompanied by evidence of the defect that is deemed satisfactory by SecureMetric.
Any Products that developers return to SecureMetric, or a SecureMetric authorized
distributor, must be sent with freight and insurance prepaid.

EXCEPT AS STATED ABOVE, THERE IS NO OTHER WARRANTY OR
REPRESENTATION OF THE PRODUCT, EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE.

5. Limitation of SecureMetric’s Liability - SecureMetric’s entire liability to developers
or any other party for any cause whatsoever, whether in contract or in tort, including
negligence, shall not exceed the price developers paid for the unit of the Product that
caused the damages or are the subject of, or indirectly related to the cause of action. In
no event shall SecureMetric be liable for any damages caused by developers failure to
meet developer’'s obligations, nor for any loss of data, profit or savings, or any other
consequential and incidental damages, even if SecureMetric has been advised of the
possibility of damages, or for any claim by developers based on any third-party claim.

6. Termination - This Agreement shall terminate if developers fail to comply with the
terms herein. Items 2, 3, 4 and 5 shall survive any termination of this Agreement.
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CE Attestation of Conformity
The equipment complies with the principal protection requirement of the
EMC Directive (Directive 89/336/EEC relating to electromagnetic
compatibility) based on a voluntary test.

This attestation applies only to the particular sample of the product and its technical
documentation provided for testing and certification. The detailed test results and all
standards used as well as the operation mode are listed in

Test report No.: 70407310011
Test standards: EN 55022/1998 EN 55024/1998

After preparation of the necessary technical documentation as well as the conformity
declaration the CE marking as shown below can be affixed on the equipment as stipulated in
Article 10.1 of the Directive. Other relevant Directives have to be observed.

FCC certificate of approval

This Device is in conformance with Part 15 of the FCC Rules and
Regulations for Information Technology Equipment.

USB

llﬂﬂ.ﬂ

Dispose in separate collection.

This equipment is USB based.
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This Manual provides simple step-by-step instructions on how to utilize SecureToken ST2
under Microsoft CryptoAPI and PKCS#11 environment with respective sample programs in
CryptoAPI and PKCS#11 (both samples can be found at SecureToken ST2 SDK\Samples)).
Following sections will cover the below topics.

Compiler Setting and Configuration
MS CryptoAPI Samples and step-by-step instructions
PKCS#11 Samples and step-by-step instructions

All samples are written in Microsoft Visual Studio 6 in VC++ programming language. Before
users start trying those samples, please make sure Visual Studio 6 has been completely
installed. Please follow steps as below to configure VC++ compiler setting in order to make
sure samples provided able to work correctly. In the mean time, please download the latest
Microsoft Window SDK, in short (PSDK) and install it too.

Step 1 - Open VC++ click Tools menu and select Opti  ons

*. Microsoft ¥isual C++

8 = B @ﬂFeitianePassNG j "

File Edit Wiew Insert Project ﬁuiindow Help

)1 Visual Compaonent Manager
A% Register Cantral

A Error Lookup

A Active Contral Test Conkainer
A OLE[COM Object Yiewer

A sov++
),‘ MFC Tracet

: : Macra,..
Record Quick Macra  Ctr+Shift+R
Play Quick Macro Ckrl+5hift+P

Step 2 - To Include VC++ Header Files
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Editor | Tabs | Debug | Compatibility | Build Directories | Works| [1]y]
Platform: Show directories for:

|win32 ~| | |include files

Directories:

) ra esidicrosoit-fisma g
D:AProgram Files\Microsoft Visual Studio\¥C98\WMFCYNCLUDE
D:AProgram Files\Microsoft Visual Studio\YCI8ATLINCLUDE
CASTDLIBINCLUDEAINCLUDEAOPENSSL
CASECURETOKEN2\SOURCEAVNCLUDE
C:A\STDLIBINCLUDEAINCLUDE
C:ST2 SDKYNCLUDE

0K Cancel

Step 3 - To Include VC++ Library Files

Editor | Tabs | Debug | Compatibility | Build Directories |Wnrk5| ED

Platform: Show directories for:
|win32 ~| | |Library files -
Directories: TR ¥

DAPROGRAM FILESAMICROSOFT SDKALIB

D:AProgram Files\Microsoft Yisual Studio\¥C98\LIB
D:AProgram Files\Microsoft Yisual Studio\YC98\MFC\LIB
CASTDLIBINCLUDELLIB

0K Cancel
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This sample is show how to test SecureToken ST2 Token CSP key generation, encryption

and decryption functionalities. After double click on the CSPKeyTest.exe, below screen will

be displayed.

choise the test item:=
RCZ GenearxrtionsEncryption~Decryuption T
RC4 GeneartionsEncryptionsDecryption Test
DEE GeneaxtionsEncryuption~Decruyuption Test
S8F33 Geneartion~Encryption-Decryuption Test
= RC4 Derive Hewy Test
DES Derive Hewy Test
= REA KHewpaixr

Geneartion~Encruption-Decryuption Test

Show CEFP FParam

CryptAcguireContextd> CRYPT_HNEWHEYSET

Data to be encryupted:=
bytes> din HEX:

54 &F
61 74
6% 76
P2 63
CruptEncrypt <>
CryptEncrypt <>

65 6E
2@a 77
28 6B
29 24

Data after encrypted:
bytes> in HEHX:=

BS B3
B? 2ID
39 FC
AE 41
CruptDecrypt <>

n? 58
A3 aD
2B F9
26 55

Data after decrupted:

As shown on the above screen, users can select option from 1 to 8 for various algorithm

options,

o N O 0 A W NP

. RC2 Generation/Encryption/Decryption

. RC4 Generation/Encryption/Decryption

. DES Generation/Encryption/Decryption

. SSF3 Generation/Encryption/Decryption

. RC4 Derive Key Test

. DES Derive Key Test

. RSA Keypair Generation/Encryption/Decryption
. Show CSP Parameters
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This sample demonstrates how to encrypt a file with Public Key and decrypt a file with
Private Key where both keys are stored inside SecureToken ST2.

Before proceed, users need to use SecureToken ST2 Token Manager for Admin to import a
digital certificate (P12) into SecureToken ST2 token. Please kindly refer to User Guide if
needed.

Inside this sample folder, there are two VC++ project with files name EncryptFile.dsp and
DecryptFile.dsp .

EncryptFile.dsp elaborates how to call Public Key inside SecureToken ST2 token
via provided CSP to encrypt a file.

DecryptFile.dsp elaborates on how to decrypt a file using Private Key inside
SecureToken ST2.

Note: Users might need to AMEND the container name inside the samples, this is because
each container name generated by SecureToken ST2 CSP is always unique.

Step 1 - Enter path of the file to be encrypt.

e C:\SecureToken 5T2 SDK\samples\CryptoAPMWCAEncryptDecryptFile\DebughEncryptFile.exe !HE
4]

Encrypt a file.

Enter the name of the file to be encrypt:

Step 2 - Enter all requested inputs such as path of file to be encrypted, output
path for encrypted file and password for the encryp ted file. Please efer
to the screen below for example.
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e D:AWINDOWS\system32\emd.exe
SCruptoAPI S CEncryptDecryptFile “Debug

D “Program Filez“SecureMetric ST25DK samples “CryptoAPI“WC“EncryptDecryptFileDehb
wrencryptFile _exe

ncrupt a file.

nter the name of the file to he encrypt: N
:x“FileToEncrypt . txt — Path of File to be E"CI“]rPth

nter the name of the uufput file:
:~wFileDecrypted.txt «——— IRV DECI‘}’Pth

nter the password to encrypt the file:
234 < nter Password for the enc

ryptHashData<»
ryptDeriveKeul
ryptDestroyHash{>
ryptReleaseContext (>
ncrypt file successfully.

p:“Program Files“SecureMetric ST25DKssamples “CryptoAPI“UC“EncryptDecryptFileDeb
>

The sequence should be:
1. Enter path of file to be encrypted,
2. Enter output path for encrypted file,
3. Enter password for the encrypted file,
4. Click <<ENTER>> and check the encrypted file accordingly.

Step 3 - Open the Decrypted File.

P FileDecrypted.ixt - Notepad
File

TYOrTRESYTES T AESI0TTAR SR ry POV OLER RO MES THAREESE T A TITIREIRT
DS D ETERh 0L T AF IxBREC-qII BR 73 A G qifE0"nin  SE7HRY #OM7 <dg
P EED]~-UTE IR B SRR Y Pk B B R PRk Gy i FEO TR RR DD EE 7 " | NGET IS 0700477
TEY? BY?  JUulDEESESEE fEoCoUrENdidE  "RELlPOwWiER0SHE T HEUT sh 1 N04E ) B0
cl]migs IR gP=" 118 B RO B YgiR5F WTIE RREERE YIRS R
HIEFERIhT IR TERY/0IYFED  LTeTi0x?  £€; 0dT0 redf e EE g "yveT  TE0]
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Step 1 - Enter all requested inputs such as path of the encrypted file to be
decrypted, output path for the decrypted file and p assword for the
encrypted file. Please refer to the screen below.

— &) Path of Encrypted File

nter the name of the uutput flle-

TN | ) 1.1 { ()t File
s\ crypted File Password

ruptDeriveKey()
ryptDestroyHash{)
ryptReleaseContext ()
Decruypt file successfully.

The sequence should be:
Enter path of file to be decrypted,

2. Enter output path for decrypted file,
3. Enter password for the encrypted file,
4. Click <<ENTER>> and check the decrypted file accordingly.

This sample will show how to connect SecureToken ST2 Token and retrieve Digital
Certificate inside token and also to list some certificate attribute as shown in below screen.

C-“SecureToken S5T2 SDK»samples“CryptoAPI“WC“EnumCerts Helease *enumcerts . exe
to acquire context for CSP...0K.

to open the certificate storage...0K.
subject name iz : feitian.3322.org
subject name iz : Bank Hegara Malaysia Sub CA
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ECURE

This sample demonstrates how to generate self-signed digital certificate onboard inside

SecureToken ST2 token.

Step 1 - Enter token User PIN before generating of  self-signed certificate.

Step 2 - After token User PIN verification, a self-  signed X.509 digital certificate
will generated successfully inside SecureToken ST2 token.

D:AWINDOWS\system32\cmd. exe -|a ﬂ

D:>Documents and Settings“Nicksonrcd ..

D:“Documents and Settings>cd ..

DzsDe:

C:x2>ed C:nSecureToken 812 SDEszamplesCryptoAPI“WCxImportSelfSignCert~Release

C: Secureloken ST2 SDEssamples“CryptoAPI“WCxImportSelfSignCert Release>ImportSel]
fSignCert.exe

The first call to CryptEncodeObject succeeded.

The object is encoded.

A cryptographic provider has heen acquired.

i key pair of AT_SIGMATURE has bheen generated

i self-sign certificate has been created?

The keyinfo structure is 596 hytes.

Memory is allocated for the private key bloh.

The keyinfo structure is 596 hytes.

ePassNG CEP has been opened.

The private key has bheen imported ?

The certificate has been imported?

The private key and certificate has been imported?

C: SecurelToken S8T2 SDKszamples“CryptoAPIUC~ImportSelfSignCert Release>

Step 3 - Use SecureToken ST2 Token Manager (either for User or Admin, if
needed, please refer to User Guide) to view self-si gned digital

certificate that generated inside SecureToken ST2.

D:AWINDOWS\system 3 2\cemd. exe =

D= “Documents and Settings“MicksonX*cd ..

D= “Documents and Settings>cd ..

D= ~2>c:

IC=~>cd GC:~BecureToken §T2 SDEwsamples“CryptoAPI“WCxImportSelfSignCert~Release

IC=~SecureToken S8T2 SDExsamples~CryuptoAPI-UCx\ImportSelfSignCert~Release>ImportSel]
fSignCert.exe

The first call to CryptEncodeObject succeeded.
The object is encoded.

i cryptographic provider has been acguired.

n key pair of AT_SIGHATURE has been generated

i self-sign certificate has been created?

The keyinfo structure is 5926 bytes.

Memory is allocated for the private key blob.

The keyinfo structure iz 596 hbytes .

ePazssHG CEP has bheen opened.

The private key has been imported ?

The certificate has been imported?

The private key and certificate has been imported?

C:“SecureToken ST2 §DK“samples~CryptoAPI“WC \InmportSelfSignCert-Release> -
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Secure Token Manager, - 5T2 E

TOIKEN J  SECURE
Token Manager — METRIC
+-47% Configuration .
&7 Certificate Certificate Manager

E P . = @ SecureMetric (team Tech.'s SecureMetnc &team Tech. (D
&Y 5lot/T oken Information &) Certficate
) About ) Privatekey
[ Publick.ey

|mpork E xport | Wi | D elete |

Logout | Cloze |

This sample demonstrates how to perform verification by using digital signing in hardware

with SecureToken ST2 token.

Step 1 - Enter valid User PIN before accessing Priv ate Key stored inside
SecureToken ST2.

The following phase of thisz program is signature.

CSP context acquired.

User PIN verification

Hello SecureToken 5T2 |

Please enter User PIM For verification,

User PIM: |****

™ Use software keyboard

Ok | Cancel |
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Below screen will be displayed after User PIN verif ication.

C:\SecureToken ST2 SDK\samples\CryptoAPI\WWC\SignatureVerifySignature\Debug\Signa

The following phase of this program is signature.

ICSP context acquired.
Created a signature key pair.
Gize of the BLOB for the public key determined.
Memory has bheen allocated for the BLOB.
Contentsz have been weitten to the BLOB.
Hazh object created.
The data buffer has heen hashed.
Signature length 128 found.
Memory allocated for the signature.
phSignature is the hash signature.
hash object has been destroyed.
signing phase of this program iz completed.

following phase of this program is verify signature.

key has bheen imported.

hash obhject has been recreated.
new hash has been created.
signature has been wverified.

Prezs any key to exit...

$ %&' (

This sample demonstrate PKCS#11 functions such as Connect to ST2 Token, Login to ST2
Token, View Data Object attributes , View Digital Certificate Object attributes, View Public
Key attributes, View Private Key attributes and View Secret Key attributes.

Step 1 - To connect to ST2 Token, click “Connect to Token” in order to
establish a connection to token.
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EnumQbj E3
Clear Message
Information:

First, you need comnect to token!

Connect to Token ‘

Erum 0bj

Exit |

Step 2 - Click “Login to Token” and it will prompt for User PIN verification.
Enter valid Token User PIN and click “OK”.

#r EnumObj lﬁj

Clear Message
Information:
First, you need connect to token!
Login to Token

Enum 0Obj HNow ¥ou need to login with User PIN!

Connect to token Successfully!

User Login

Fleaze Input the User-FIM of token.
User PIN: ||
g oK | Cancel |

Upon User PIN verification successfully, below scre  en will be displayed.
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Login to Token

Emum 0Obj

Data Object
Certificate Object

Public Key Object
Private Key Object

Secret Eey Object
Exit

Information:

Clear Message

First, you need connect to token!

Connect to token Successfully!

How Fou need to login with User PIN!

Login to Token Successfully!

Users can now view the respective Objects as listed on the buttons above,

0

(if)
(iii)
(iv)
v)

Data Object
Certificate Object
Public Key Object
Private Key Object
Secret Object

Example — Certificate Object

#= EnumObj

Information:

X]

Clear Meszsage ‘

Login to Token

Erum 0bj

Data Object

Certificate Object

Public Eey Dbject

Priwvate Eey 0Object

Secret Eey Object

Exit

Login to Token Succe

CEKL CLASS
(K4 CERTIFICATE_TYPE
(K4 LABEL
[echnology. ID
CK4 SUBJECT
(KL ID

6 34 38 31 45
6 37 ZD 42 33
fd 30 46 34 32

435
42
ao

43
46

CKL_VALUE
0 82 01
60 44
9 06 05
£ 03 55
72 69 3 20 54 65
0 1E 17 0D 30 38 30

172 O Ll ] Inl bl

C3
T2
ZB
04

30
63
OE
03

gz
D
03
13

ol

0z
19

ow You need to login with User PIN!

36
ZD

30
4F
1
53
63
37

CE0_CERTIFICATE
CEC_x_509
Secure Metric Technology.'s 3ecure Metric

CH=5ecure Metric Technology.

ZD
44

43
4f

36
32

a4
37

a3
30

2D
4z

34
37

31
38

Al
co
a5
65
68 6E 6F &6C 6F &7 79
32 35 30 39 34 32 35

L 2] 3£ =4 L =0

03
EEB
oo
63

0z
94
30
75

oL
En0
24
72

0z 02
ac
22

20

10
Ea
30

g4
30
20
65
ZE
30

Co

31
65

Y
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Example - Public Key Object

#= EnumObj

Information:

Login to Token

CEL CLASS : CEO0_PUEBLIC_EEY
CEL KEY TYPE : CEE B3k
Enum 0bj CEA_LABEL : nolahel
CEL_TRAP : TRUE
Data Ohject CEL4 ENCRYPT : TRIE
CEL MODULUS :
FO 05 14 DF BEBE BZ 37 69 C4 EE F5 47 B3 ES 65 BF
Certificate Ohject B4 40 DC AL 1C 44 E5 44 52 68 D1 C3 13 39 E4 1D

BE &l F2 OC 65 E7 A0 7D 3D Cl SE Be 36 FC 44 32
GE 45 75 SC 26 43 FE BZ E1 83 7B 30 §7 C6 C3 0D
D4 06 7C 44 65 36 7D 5& BO 75 6C 23 14 25 B7 9D
52 ET7 CA4 39 B6 35 BE 51 40 ZE 8D DS AF CB DZ 12
& 6C &6C A3 55 D3 26 §C 5C 3C 45 o4 FC &4 1C DS
ES 5B 1F 36 0= §9 54 C4 7E DF C1 59 AS A5 F4 5D

Public Eey Object

Private Eey Object

CKa_PUBLIC_EXPONENT
00 01 oo ol
Secret Key Object

1 public key obijectis) was found.

Exit

Example - Private Key Object

Clear Message
Information:

4= EnumObj X
.

Login to Token

CEL CLASS :
CKL FEY TYPE i CEF_FR3A
Ermm 0b5 CKa LABEL : nolabel
CEL SUBJECT [ NOLL ']
Data Object CEA_ID

36 34 33 31 45 43 43 36 ZD 43 36 44 43 ZD 34 31
36 37 ZD 42 33 42 46 ZD 44 46 32 37 30 42 37 38

Certificate Object 44 30 46 34 32 00
CEL SENSITIVE : TRUE
) . CE&_DECEYPT : TRUE
Public Key Object CKA_SIGN . TRUE
CEL_MODUTLIS B

FO 05 1A DF BE BZ 37 69 C4 EE F5 47 B3 E8 65 BF
B4 40 DC A& 1C 44 E5 44 52 63 DL C3 13 39 B4 1D
BE 6l Fz 0OC 66 E7 A0 7D 3D Cl 9E B6 36 FC 44 &2
8E 43 75 5C 26 43 FE BZ E1l 83 7B 30 87 C8 C3 0D
Gecret Key Object D4 06 7C Ak 69 36 7D 5A BO 75 6C Z3 14 Z5 B7 9D
52 E7 CA 39 B6 35 BE 51 40 ZE 8D DS AF CB D2 12
88 a6C 6C A3 55 D3 Z6 8C 5C 3C AS 68 FC &4 1C DS
ES 5B 1F 36 02 59 S C4 7E DF Cl 59 AL A5 F4 5D

Private Key Object

Exit

CE& PUBLIC EXFONENT 3 w
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This sample demonstrates how to export a digital certificate from SecureToken ST2 token.

Step 1 - Click “Login to Token” and User PIN verifi ~ cation form will prompt.
Enter valid User PIN and click on the “OK”.

Login to Token | | Exit

Certificate Type Certificate Label Certificate Subject Certificate Yalue

Fleaze input Lzer PIN!

User PIN: | xxxxxxx 1

ak | Cancel

|
ol

Step 2 - Click on the “Enum Certificate” button to display all digital certificates
inside SecureToken ST2.

¢ exporicert _|
| Exit
Certificate Type Certificate Label Certificate Subject Certificate Yalue
CKC_=_509 Secure Metic Tech...  CW=Secure Metic T... 308201 C330820..

Step 3 - Right click on the selected digital certif  icate and click “Export”.



SecureToken ST2 Manual For APl Samples V1.0

— SECURE
—- METRIC

e exporicert

| Enum Certificate |

Exit

Certificate Type Certificate Label

CkC = 509

Certificate Subject

08200 C3

Secure Metic Tech...

Export

Step 4 - Select the path for the certificate to be

| Enumn Certificate |

Certificate Value

exported.

cepneen X
Exit

Certific:ate: Label Certific:ate W alue

Secure Metric Tech...

Certificate Type
CKIC_%_&03

Certifizate Subject
CN=5ecure Metric T...

Save in: |[]’:‘| My D ocuments j = Ef-

I History =
=My Completed Downloads =
[ty Music T
(2} iy Pictures =
I3 My Received Files =
@ Iy Widens =
< l >
File name: taken cert.cer
Save as type: | j Cancel

Step 5 - Click on “Save” to complete exporting of d

exportcert E |

' -"n,,‘ Certificate exported successfully,
L

$ *+,

308z2MC330820..

igital certificate.

This sample demonstrates how to retrieve SecureToken ST2 Token information. After
double click on getusbinfos.exe , the below screen will be displayed.
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e C:AST2 SDK\sam ples\PKCS11\WC\GetUSBInfos\Release\getusbinfos.exe

Get token information

Token information:
Label ST2 Token
Manuf acturerID = SecureMetric Techlogy Sdn.Bhd.
MHodel ST2
SerialNumbher A399120917880587
Flags HBx0B88A48D
ulMaxSessionCount
ulSessionCount
ulMaxRBuwSessionCount
ulRuSeszzionCount
ulMaxPinLen
ulMinPinLen
ulTotalPublicHemory
ulTotalPrivateMemory
ulFreePublicHemory
ulFreePrivateMemory
Hardwarelersion.major
Hardwarelersion.minor
Firmuwarelersion.major
Firmwarelersion.minor
Token utcTime

Prezz any key to continue...

$ (

This sample demonstrates common PKCS#11 functions within SecureToken ST2 token.

Users can use this sample as reference to understand more about RSA Key Pair generation,

RSA Sign, RSA Verify, RSA Encrypt and also RSA Decrypt.

Step 1 - Run the Sample program and below screen wi Il be displayed. Click
“Connect to Token” and enter valid Token User PIN b efore next.
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£ PKCSDemo X

Connect to Token ‘ Messadge: Clear Message

‘ Eefore any operation, you should connect to token!

| Exit |

Step 2 - Click on “Generate RSA Key Pair” to invoke an on-board RSA key pair
generation which include Public Key and Private Key

¢, PKCSDemo Ed
‘ Message: Clear Messzage
‘ EBefore any operation, v¥ou should connect to token!
Connect to token Succeszfully !
R34 Sigm ‘ Before next test step, need to generate R84 key pair!
‘ Logging in to token 3uccessfully!
R84 Encrypt ‘
Generate Key Pair Successfully!
‘ Now,¥ou can Sign,Verify Encrypt and Decrypt use the Key
Fair!
| Exit |

Step 3 - After Key Pair generated successfully insi  de token, users can now
perform RSA Sign with Public Key, RSA Encrypt with Public Key,
RSA Verify and RSA Decrypt with Private Key.
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Example — RSA Sign

Example — RSA Encrypt

# PKCSDemo

RSA Sigm

RS54 Werify

R34 Encrypt

R34 Decrypt

Exit

Message:

Clear Message

SE SA
99 58
co 20
Ds EC
20 40

Data is:

5C
Bh
50
FO

How you can

FE 02
85 B3
13 0E
38 1C
E9 50
C3 A4
32 FC
C7 05

decrypt by using RS54

oF
AR
ca
CB
Eg
54
50
T8

=1
LE
BS
20
5B
AZ
16

Data :
USE token bring you more sSecurity.
was encrypted successfully!
Encryted

34 30 ED AC 4E
28 83 83 50 90
89 64 74 17 9D
3D 67 SE 4E &0
F5 FD El 20 B2
B9 Fi 99 0E 4B
CE 7F CE F& 6B
30 A8 68 FE F3

private key!




SecureToken ST2 Manual For API Samples V1.0

Example — RSA Verify

Example — RSA Decrypt

This sample is to test ST2 Token CSP key generation, encryption and decryption features.
After double click on PKCStest.exe , the screen as below will be displayed.



SecureToken ST2 Manual For API Samples V1.0




