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Disclaimer

The information contained in this Software Development Kit is for general guidance
on using SecureMetric products. While SecureMetric have made every attempt to
ensure the information contained in this Software Development Kit is believed to be
accurate and reliable, however SecureMetric is not responsible for any errors or
omissions, or for any infringement of patents or other rights of third parties resulting
from its use. Any third party trademarks or trade names are the property of their
respective owners.

All the Products, Software Samples, Tools, Utilities and Documents contained in this
Software Development Kit are the Intellectual Property of SecureMetric.
SecureMetric reserves the right to make changes, updates, amendment, at anytime
and without notice.

Copyright © 2008 SecureMetric Technology Sdn Bhd. All rights reserved.

Revision History:

Date Version Description
January 2008 1.0 1st Edition
July 2008 1.1 1st Revision
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Software Developer's Agreement

All Products of SecureMetric Technology Sdn. Bhd. (SecureMetric) including, but not
limited to, evaluation copies, diskettes, CD-ROMSs, hardware and documentation, and all
future orders, are subject to the terms of this Agreement. If developers do not agree with
the terms herein, please return the evaluation package to us, postage and insurance
prepaid, within seven days of their receipt, and we will reimburse developers the cost of
the Product, less freight and reasonable handling charges.

1. Allowable Use - Developers may merge and link the Software with other programs
for the sole purpose of protecting those programs in accordance with the usage
described in the Developer's Guide. Developers may make archival copies of the
Software.

2. Prohibited Use - The Software or hardware or any other part of the Product may not
be copied, reengineered, disassembled, decompiled, revised, enhanced or otherwise
modified, except as specifically allowed in item 1. Developers may not reverse engineer
the Software or any part of the product or attempt to discover the Software’s source
code. Developers may not use the magnetic or optical media included with the Product
for the purposes of transferring or storing data that was not either an original part of the
Product, or a SecureMetric provided enhancement or upgrade to the Product.

3. Warranty - SecureMetric warrants that the hardware and Software storage media are
substantially free from significant defects of workmanship or materials for a time period
of twelve (12) months from the date of delivery of the Product to developers.

4. Breach of Warranty - In the event of breach of this warranty, SecureMetric’s sole
obligation is to replace or repair, at the discretion of SecureMetric, any Product free of
charge. Any replaced Product becomes the property of SecureMetric.

Warranty claims must be made in writing to SecureMetric during the warranty period and
within fourteen (14) days after the observation of the defect. All warranty claims must be
accompanied by evidence of the defect that is deemed satisfactory by SecureMetric.
Any Products that developers return to SecureMetric, or a SecureMetric authorized
distributor, must be sent with freight and insurance prepaid.

EXCEPT AS STATED ABOVE, THERE IS NO OTHER WARRANTY OR
REPRESENTATION OF THE PRODUCT, EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE.

5. Limitation of SecureMetric’s Liability - SecureMetric’s entire liability to developers
or any other party for any cause whatsoever, whether in contract or in tort, including
negligence, shall not exceed the price developers paid for the unit of the Product that
caused the damages or are the subject of, or indirectly related to the cause of action. In
no event shall SecureMetric be liable for any damages caused by developers failure to
meet developer’'s obligations, nor for any loss of data, profit or savings, or any other
consequential and incidental damages, even if SecureMetric has been advised of the
possibility of damages, or for any claim by developers based on any third-party claim.

6. Termination - This Agreement shall terminate if developers fail to comply with the
terms herein. Items 2, 3, 4 and 5 shall survive any termination of this Agreement.
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CE Attestation of Conformity
The equipment complies with the principal protection requirement of the
EMC Directive (Directive 89/336/EEC relating to electromagnetic
compatibility) based on a voluntary test.

This attestation applies only to the particular sample of the product and its technical
documentation provided for testing and certification. The detailed test results and all
standards used as well as the operation mode are listed in

Test report No.: 70407310011
Test standards: EN 55022/1998 EN 55024/1998

After preparation of the necessary technical documentation as well as the conformity
declaration the CE marking as shown below can be affixed on the equipment as stipulated in
Article 10.1 of the Directive. Other relevant Directives have to be observed.

FCC certificate of approval

This Device is in conformance with Part 15 of the FCC Rules and
Regulations for Information Technology Equipment.

USB

llﬂﬂ.ﬂ

Dispose in separate collection.

This equipment is USB based.
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This Manual provides simple step-by-step instructions on how to utilize SecureToken ST2
under Microsoft CryptoAPI and PKCS#11 environment with respective sample programs in
CryptoAPI and PKCS#11 (both samples can be found at SecureToken ST2 SDK\Samples)).
Following sections will cover the below topics.

Compiler Setting and Configuration
MS CryptoAPI Samples and step-by-step instructions
PKCS#11 Samples and step-by-step instructions

All samples are written in Microsoft Visual Studio 6 in VC++ programming language. Before
users start trying those samples, please make sure Visual Studio 6 has been completely
installed. Please follow steps as below to configure VC++ compiler setting in order to make
sure samples provided able to work correctly. In the mean time, please download the latest
Microsoft Window SDK, in short (PSDK) and install it too.

Step 1 - Open VC++ click Tools menu and select Opti  ons

*. Microsoft ¥isual C++

8 = B @ﬂFeitianePassNG j "

File Edit Wiew Insert Project ﬁuiindow Help

)1 Visual Compaonent Manager
A% Register Cantral

A Error Lookup

A Active Contral Test Conkainer
A OLE[COM Object Yiewer

A sov++
),‘ MFC Tracet

: : Macra,..
Record Quick Macra  Ctr+Shift+R
Play Quick Macro Ckrl+5hift+P

Step 2 - To Include VC++ Header Files
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Editor | Tabs | Debug | Compatibility | Build Directories | Works| [1]y]
Platform: Show directories for:

|win32 ~| | |include files

Directories:

) ra esidicrosoit-fisma g
D:AProgram Files\Microsoft Visual Studio\¥C98\WMFCYNCLUDE
D:AProgram Files\Microsoft Visual Studio\YCI8ATLINCLUDE
CASTDLIBINCLUDEAINCLUDEAOPENSSL
CASECURETOKEN2\SOURCEAVNCLUDE
C:A\STDLIBINCLUDEAINCLUDE
C:ST2 SDKYNCLUDE

0K Cancel

Step 3 - To Include VC++ Library Files

Editor | Tabs | Debug | Compatibility | Build Directories |Wnrk5| ED

Platform: Show directories for:
|win32 ~| | |Library files -
Directories: TR ¥

DAPROGRAM FILESAMICROSOFT SDKALIB

D:AProgram Files\Microsoft Yisual Studio\¥C98\LIB
D:AProgram Files\Microsoft Yisual Studio\YC98\MFC\LIB
CASTDLIBINCLUDELLIB

0K Cancel
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This sample is show how to test SecureToken ST2 Token CSP key generation, encryption
and decryption functionalities. After double click on the CSPKeyTest.exe, below screen will
be displayed.

As shown on the above screen, users can select option from 1 to 8 for various algorithm
options,

. RC2 Generation/Encryption/Decryption

. RC4 Generation/Encryption/Decryption

. DES Generation/Encryption/Decryption

. SSF3 Generation/Encryption/Decryption

. RC4 Derive Key Test

. DES Derive Key Test

. RSA Keypair Generation/Encryption/Decryption

o N O 0 A W NP

. Show CSP Parameters



SecureToken ST2 Manual For API Samples V1.0

This sample demonstrates how to encrypt a file with Public Key and decrypt a file with
Private Key where both keys are stored inside SecureToken ST2.

Before proceed, users need to use SecureToken ST2 Token Manager for Admin to import a
digital certificate (P12) into SecureToken ST2 token. Please kindly refer to User Guide if
needed.

Inside this sample folder, there are two VC++ project with files name EncryptFile.dsp and
DecryptFile.dsp .

EncryptFile.dsp elaborates how to call Public Key inside SecureToken ST2 token
via provided CSP to encrypt a file.

DecryptFile.dsp elaborates on how to decrypt a file using Private Key inside
SecureToken ST2.

Note: Users might need to AMEND the container name inside the samples, this is because
each container name generated by SecureToken ST2 CSP is always unique.

Step 1 - Enter path of the file to be encrypt.

Step 2 - Enter all requested inputs such as path of file to be encrypted, output
path for encrypted file and password for the encryp ted file. Please efer
to the screen below for example.
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The sequence should be:

1.

2.
3.
4

Enter path of file to be encrypted,

Enter output path for encrypted file,

Enter password for the encrypted file,

Click <<ENTER>> and check the encrypted file accordingly.

Step 3 - Open the Decrypted File.
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Step 1 - Enter all requested inputs such as path of the encrypted file to be
decrypted, output path for the decrypted file and p assword for the
encrypted file. Please refer to the screen below.

The sequence should be:
Enter path of file to be decrypted,

N

Enter output path for decrypted file,

w

Enter password for the encrypted file,

B

Click <<ENTER>> and check the decrypted file accordingly.

This sample will show how to connect SecureToken ST2 Token and retrieve Digital
Certificate inside token and also to list some certificate attribute as shown in below screen.
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This sample demonstrates how to generate self-signed digital certificate onboard inside
SecureToken ST2 token.

Step 1 - Enter token User PIN before generating of  self-signed certificate.

Step 2 - After token User PIN verification, a self-  signed X.509 digital certificate
will generated successfully inside SecureToken ST2 token.

Step 3 - Use SecureToken ST2 Token Manager (either for User or Admin, if
needed, please refer to User Guide) to view self-si gned digital
certificate that generated inside SecureToken ST2.
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This sample demonstrates how to perform verification by using digital signing in hardware
with SecureToken ST2 token.

Step 1 - Enter valid User PIN before accessing Priv ate Key stored inside
SecureToken ST2.
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Below screen will be displayed after User PIN verif ication.

$ %&' (

This sample demonstrate PKCS#11 functions such as Connect to ST2 Token, Login to ST2
Token, View Data Object attributes , View Digital Certificate Object attributes, View Public
Key attributes, View Private Key attributes and View Secret Key attributes.

Step 1 - To connect to ST2 Token, click “Connect to Token” in order to
establish a connection to token.
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Step 2 - Click “Login to Token” and it will prompt for User PIN verification.
Enter valid Token User PIN and click “OK”.

Upon User PIN verification successfully, below scre en will be displayed.
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Users can now view the respective Objects as listed on the buttons above,

(@ Data Object

(i) Certificate Object
(iii) Public Key Object
(iv) Private Key Object
(V) Secret Object

Example — Certificate Object
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Example - Public Key Object

Example - Private Key Object
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This sample demonstrates how to export a digital certificate from SecureToken ST2 token.

Step 1 - Click “Login to Token” and User PIN verifi ~ cation form will prompt.
Enter valid User PIN and click on the “OK”.

Step 2 - Click on the “Enum Certificate” button to display all digital certificates
inside SecureToken ST2.

Step 3 - Right click on the selected digital certif  icate and click “Export”.
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Step 4 - Select the path for the certificate to be  exported.

Step 5 - Click on “Save” to complete exporting of d igital certificate.

$ *+,

This sample demonstrates how to retrieve SecureToken ST2 Token information. After
double click on getushinfos.exe , the below screen will be displayed.
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This sample demonstrates common PKCS#11 functions within SecureToken ST2 token.

Users can use this sample as reference to understand more about RSA Key Pair generation,

RSA Sign, RSA Verify, RSA Encrypt and also RSA Decrypt.

Step 1 - Run the Sample program and below screen wi Il be displayed. Click
“Connect to Token” and enter valid Token User PIN b efore next.
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Step 2 - Click on “Generate RSA Key Pair” to invoke an on-board RSA key pair
generation which include Public Key and Private Key

Step 3 - After Key Pair generated successfully insi  de token, users can now
perform RSA Sign with Public Key, RSA Encrypt with Public Key,
RSA Verify and RSA Decrypt with Private Key.
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Example — RSA Sign

Example — RSA Encrypt



SecureToken ST2 Manual For API Samples V1.0

Example — RSA Verify

Example — RSA Decrypt

This sample is to test ST2 Token CSP key generation, encryption and decryption features.
After double click on PKCStest.exe , the screen as below will be displayed.
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